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Abstract— Security is an important factor in data communication, and cryptography is a process that can secure
existing data communications. The Data Encryption Standard (DES) algorithm that is used as a data security
process can be well done and the application that is made is given information in the form of a simulation
process of the encryption and decryption process so that users know the cryptographic process with the DES
algorithm.

Keywords-— Cryptography, Simulation DES, Secure Text

I. Introduction

In an era of increasingly sophisticated technology, data and information security is very important for the
company and for personal needs[1]-[3]. Especially when it comes to data security in networks where everything
can be accessed[4]-[7]. Various activities such as hackers, making viruses, electronic fraud and electronic
sniffing that will cause problems in data security that cause data loss or data theft for use by irresponsible
parties[8], [9]. The development of computer systems and their interconnection through the network has
increased very sharply in recent years, of course this also requires reliable data security to avoid or minimize
attacks on the network or outside the network, and one of the solutions that can be used is cryptography{ 10]-
[12].

Cryptographic applications are applications that are most often used to secure information, secure information
can be in the form of video, audio, image and text files[7], [13]. Security can be done in many ways and using
many methods with different levels of security ranging from classical cryptography to cryptographic use modem
like One Time Pad, Vigenere Cipher, Blowfish, AES, DES and RSA. For data security, cryptography is required
with the encryption method. This study focuses on the use of cryptographic applications that follow the DES
method to secure data. :

II. Methodology

Cryptography is a mathematical science that deals with the transformation of data to make its meaning
incomprehensible (to hide its meaning), prevent it from changing without permission, or prevent it from
unauthorized use. If the transformation can be restored, cryptography can also be interpreted as the process of
converting encrypted data back into an understandable form. That is, cryptography can be interpreted as a
process to protect data in the sense that it is[11], [14], [15].

Cryptography is a secret technique in writing, with special characters, using letters and characters outside their
original form, or with other methods that can only be understood by those who process the keys, as well as all
things written in this way. So, generally it can be interpreted as the art of writing or solving ciphers[16].

A. Cryptography Algorithm

Cryptography is a form of algorithm for scrambling messages and returning scrambled messages, where the
cryptographic algorithm is made using calculations and mathematical formulas. Cryptographic algorithm is a
mathematical function used for encryption and decryption. To encrypt a plaintext message, apply the encryption
algorithm to the plaintext message. To decrypt a ciphertext message, apply the decryption algorithm to the
ciphertext message[8]

The algorithm is not reliable confidentiality. By using a published algorithm, the cryptographer is free to consult
with a number of academic cryptologists who wish to penetrate the system so that they can publish writings that
show how clever they are. If after the algorithm has been published fgr 5 years and no one has managed to solve
it, then maybe the algorithm is quite solid[9].

*Corresponding Author: R Ratnadewi
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Secrecy actually lies in the key and the length of the key is an important issue in the design. Take a simple
combination key. The general principle is where a person enters a digit in sequence. Everyone knows this, but
the key is a secret. With a double digit key length means that there are a hundred possibilities. The three-digit
key length has a thousand possibilities, and the six-digit key length has a million possibilities. The longer the
key, the higher the work factor that the cryptanalyst must do. The work factor to penetrate the system with
exhausting key searches is exponential to the key length. Confidentiality comes from the existence of powerful
and published algorithms with long keys. The requirements of a good cryptographic algorithm include:

a. System security lies in the confidentiality of the key and not in the confidentiality of the algorithm used.

b. The algorithm has a large key space.

c. Generate random ciphertext in all statistical tests performed on it.

d. Able to withstand all previously known attacks.

However, it should be noted that if a cryptographic algorithm manages to fulfill all of the above characteristics it
is not necessarily a good system. Many weak cryptographic algorithms that look good at first. Sometimes to
show that a cryptographic algorithm is strong or good can be done using mathematical proof.

Until now there are still many who use Cryptographic algorithms that are relatively easy to open, the reason is
that they do not know of other systems that are better and sometimes there is less motivation to invest all the
effort needed to open a system

B. DES Algorithm

The DES algorithm is the most widely used encryption algorithm in the world adopted by NIST (National
Institute of Standards and Technology) as the US Federal information processing standard. The plaintext data is
encrypted in 64-bit blocks into 64-bit ciphertext data using an internal key 56 key. DES transforms 64-bit input
in several stages of encryption into 64-bit output. Thus, DES includes block ciphers.

In the DES algorithm, there are external keys and internal keys. Internal keys are generated from external keys
provided by the user. Internal keys can be generated before the encryption process or together with the
encryption process. External keys are 64 bits long or 8 characters long. Because there are 16 rounds, the
required internal keys are 16, namely K1, K2, ..., K16.

The external key is 64 bits, compressed first to 54 bits using the PC-1 compression permutation matrix. In each
permutation the 8th bit of the 8 bytes of the key will be ignored. So there will be an 8-bit use of the initial 64-bit
external key[17].

ITI. Result and Discussion

Cryptographic applications that are made require some software such as Microsoft Windows 10, Visual
Basic.Net 2017 and some library functions for cryptographic algorithms, figure 1 until figure 3 are simulation
result of DES Application.
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Figure 1. Encryption Process
Figure 1 describes the encryption process from plaintext = makan nasi goreng, key = kriptografi, the encryption
process is made in the form of a simulation so that the DES algorithm process can be manually learned as part of
the DES algorithm cryptographic learning process.
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"~ Figure 2. Information Decryption Process

Figure 2 displays information on the decryption process, to do the decryption process, the key and ciphertext
needed from the encryption process that has been done.

1BuS tAm2N2WgSo TaAze DbNIZ0bLkbwedsMmSbidxRaNaECe2Z 4kg==
Hundf [Raj= 11010010 XOR 00101110100111110000111
Hund [aN]= 11100001 XOR 01111110010111010011111
Hunif [Naj= 11001110 XOR 11001011101001111100001
Biner Hund 11100001 XOR 11010011111000011110100
Hasi Biner Hunf [EC}= 11000101 XOR 010011111000011110100171
Hasil Biner Hunf {Cej= 11000011 XOR 11111100101110100111110
| Hasil Biner Hun [e2]= 11100101 XOR 11101011111100101110100
Hasil Biner Hunsf [2Z]= 0110010 XOR 00111110000111101001110
‘Hasi Biner Hunf {Z4]= 11011010 XOR 11100101110100111110000
Hasil Biner Hunf [4k}= 07110100 XOR 11111100101110100111110
Bner Hund fegl= 11101011 XOR 01001111100001111010011
Hund [g=}= 11100111 XOR 01110100111110000111101
Hunf [==]= 0111101 XOR 11111001011101001111100
Hunf [=}= 0111101 XOR 01118100111110000111101

]
:
]
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Figure 3. Decryption Process
Figure 3 is a decryption process carried out using the DES algorithm, the results of the simulation process are
displayed in stages to facilitate the cryptographic education process.
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IV. Conclusion

DES algorithms that are applied to data security applications can run well without any errors, in addition to the
application given the manual DES algorithm calculation process to make it easier for users to know the work
process of the DES algorithm and calculations performed. This application is far from perfect, especially the
DES algorithm, it also needs improvisation to be more strong in the future.
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