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Security Applicat王on using Data Encryption

Standard A量gorithm
/壬R R倣仰虎”'i, Department Of Electrical Enginecring, Un王vers王tas K∫isten Maranatha, Bandmg工ndonesia
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短盤諾意‡詰ま慧三豊認諾言誤慧薯紫雲豊芸諾朗
もj伽R施J融, Faculty of Administration, Universitas L狐Cang Kuning, Pek袖ba叫Indonesia

Abstract- Security is an important factor in data communication, and cryptography is a process血at can secure

exi諒皿g data communications. The Data Encryption Sta重ldard (DES) a]gorithm that is used as a data seou誼y

ProOeS5 C狐be well donc狐d血e application that is made is given information in the form of a simulatio霊l

pro屯eSS Of the encryption and decr沖tion process的th靴users lmow the cryptographic pr(鵬SS W軸h the DES

瓦gor舶皿,

旗yw紺ds- Cryptography, Simulation DES, Secure Text

L　霊ntrOduction

I皿an∴era Of increasingly sophistjcated techaology, data and infomation secu航y is very import餌t for鋤蛇

COmPany and for persoml need担]一問. Especia皿y when it comes to data security i龍netWOIks where every血ing

C紬be accessed[4H7]. Various∴aClivities such as hackers, making viruses, eleclronic froud a皿d electronic

鮒韻ng that wi11 cause problems i櫨data securi[y that cause data loss or data theft for use by irresponsible

a血es閏, [9]. The development of computer systems a11d their intercomectionぬrough the ne博ork has

increased vel.y Shaやly in recent years, Of course this also requires reliable data security [o avoid or minimize

attacks on the network or outside the network, and one of the sointions that can be used is cl.yPtOgraphy目0+

臣2事.

Cr押tographic applications are applications that are most o紐en used to secure i皿fomation, SeCure i11fomatioll

C狐be in the fom ofvideo, audio, image and text珊es[7], [13]. Security ca重工be do重Ie in many ways and using

劇紬y med10ds w抽di節erent levels of security rangjng虹om classical cryptography to cryptographic use modem

撤e One Tine Pad, VIgenel.e Cipher3 Blowfish, AES, DES袖d RSA. Fol・ data security, CryPtOgraphy is required

Wth thc encryption method. This study foouses on血e use of cryptographic applications血at fo1low the DES

method to secure data.

重工. Mc帆odo量ogy

CryptOgraphy is∴a ma瓜ematical science that deals with仇e transfomation of data to make its meaning

ineomprehensible (to hide its meaning), Prevent it缶om changing without pemission, Or Pl‘eve血it from

um融horized use. If the宙ansfomation can be restored, CryPtOgraphy can also be interpreted as the process of

converting encrypted data back into an understandable form. That is, CryPtOgraphy can be intexpreted as a

PrOceSS tO PrOteCt data in血e sense血at it is[11], [14], [15].

C!YPtOgraphy is a secl.et teChhiquc in wr血重g, W皿special characLers, uSing姐ters and characters outsjde血e証

Original fom, Or With other me血ods that can only be undustood by血ose whO PrOCeSS the keys, aS Well as all

仙ngs written in this way. So, genera11y it can be intexpreted as the art ofwriting or solving ciphers[16].

A.寄贈や紳呼タ旬A蜜機軸朋

CryptOgraPhy is a fom of algoritlm餌sc皿nbling messages and retur.ning scrambled messagesうWhere血e

CryPtOgraphic algorithm is made using calculatio曲馬∴and mathematical fomulas. Cr沖tOgraphic algorithm is a

mathemafroa晒un融on used for encryption and decryption. To enc重γPt a Plaintext messageつapPly the encryption

algorithm亡o the plaintext message. To decrypt a ciphertext message, apPly肌e decryptio血algorithm to血e

Cip血e嶋Xt meSSage[8]

丁he algori瓜m is not reliable co臆dentiality. By using a published algorithm, the cryptograPher is free to cons融

wi血a number of academic cryptologists who wish to penetrate the system so tha=hey can publish writings血at

粗ow how clever血ey are. If after the algorithm has been published呼5 years袖d no one has managed to solve

it,血e櫨maybe the algorithal is qui艇solid[9].
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技劇7・砂互や臨a励脚鋤けing Da脇E棚7財か"部a輯(かdA毎の手駒肋

Secrecy actua"y lies in the key and the length of the key is an important issue in the design. Take a siI叩le

Cmlbination key. The genel.al principle is whe教Te a PerSOTI entel・S a digit in sequence. Everyone knows鮎s. but

the key is a secTet. W軌a doublc dig克key length mcans th如there al・e a h肌dred possjb消ties. T書le three-digit

key length has a thousand possibilities, and the six-digit key length has a million possibi融es. The longer也e

key, the higher the work factor tha=he crypt肌alyst must do. The wol・k fねo=o penctrate the system w軸

轍hausting key sea書・Ches is exponentia白o the key lcれgth. Co証identi描ty comeS from the exうstence of power固

and叩blished algorithms w軸long keys. The requirementS O千a good clγPtOg車・aPhic algor刷m誼cIude:

a, Syste111 SeCul・ity lies in the confidentia航y of the key and not in the confideTltiality ofthe algo塙hm used.

b. The algohthm has a上arge key space.

C. Generate random Cjphellext in a= statistical tests perfomed on it.

d. Able to withstand a= p¶evjously known a融cks.

HGWever言t shouId be noted that ifa cryptographic algo血h教n manageS tO ful制aII ofthe above characte正stics it

js not neces§arily a good syst茸腿. Many weak c宣yPtograPhic algorithms that look good at first. Sometimes to

Show that a cryptographic algorithm is strong or good can be done using mathematical proo王

Until now there are still many who use Cryptographic algorithms that are relatively easy to open, the reason is

that they do not know of otheT SystemS that are bett鋤● and sometimes the〇・e is less mo轟vafron to誼vest a旧he

efめ轟鵬ededき○ ○p蝕a syste調

叡　D恩SA唐o手鞠肋

The DES algorit量m is the most widely used e重工CryPtion algori血m in血e world adopted by NIST (National

喜鵬t血te of Standards and TechnoIogy) asぬe US Federal information processing standard. The plain記xt data is

encrypted in 64-bit blocks into 64-bit ciphertext data using an intemal key 56 key. DES transforms 64心it input

in several stages of encryption into 64-bit output. Thus, DES includes block ciphers.

In the DES algorithm, thcre are extemal keys and intemal keys. Iutemal keys are generated from extemal keys

provided by the user. Intemal keys can be g餌erated befdre the∴enCryPtion process or toge血el- Wi心血e

encryption process.取temal keys∴are 64 bits long or 8 c aracters Iong. Because血ere are 16 ro皿ds, the

required iutemal keys are 16聞mdy Kl, K2,..., K16.

The extemal key is 64 bits, COmP鳩SSed firs=o 54 bit§ uSing the PC- l compression permu餌io櫨matrix,血eaCh

permuねtion血e 8th bit ofthe 8 bytes ofthe key will be ignored. So there will be an　七ut use of血e血ha1 64-bit

轍te教-脚霊kcy臣7].

ⅡI. Result and Discussion

Cryptog丁aPhic app冒ications that are made l’equire∴SOme SOftwa置.e SuCh as Microsoft Wjndows 10, Vi餌al

Basic.Net 201 7 arId some libra置γ furlctions foT. CryPtograPhic algorithms, figure l肌ti=igure 3 are simula扉on

result ofDES Applicatjon.

了商工堅婆主些⊥

、尋常脂汗　鳴きav埴

Fi馨り富e l.巳HC種や五〇n Process

Figure l describes瓜e encryp[ion process from plaintext = Inakd/持nSi gの7∵e優key =崩pJog砂草he encryption

ProCeSS is made in the輝}m Of a simulation so血at the DES algor弛m process can be manua11y leamed as pr血of

the DES algorithm cryptographic leaming process.
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Figure 2.血fomation Decrypt王on

Figl虹e 2 c膝plays info皿ationi On血e decryption pr耽ess, tO do the decryption pro耽ss,血e key and ciphe鵬xt
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Figure 3. D従r押tio櫨Process

Figure 3 is a decryption process carried out us壬ng也e DES algori血m,血e results of血e simulation prooes a∫e

displayed in stages to魚cilitate也e cryptograpbic education process.
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Ⅳ. Cone置usioⅢ

DES algorithms that are applied to data security applications c弧run well without any e調ors, inしaddition to血e

application g重Ven血e ma11ual DES algori山m calculation process to make it easier for users to know the work

process of the DES algo融m and calculat ons perぬrmed. This application is fa∫ from perfect, eSPeCially血e

DES algor弛m, it also needs improvisation to be more strong in血e卸町e.
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